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Article finike¥hird article of the series, I'll show you how the database and directories should be set up. I'll also talk

authentication methods for such a project so that multiple sites can run off the same users table in the databa
accurate and secure from break-ins. (For part 2. see here.)

Give Me Direction

The file system is very important to the site engine. If a directory isn’t named right, the engine won't know it's
designed it, my ability should be pretty good). With the help of my friends “Windows Explorer” and “Adobe Ph
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The best way to explain this is to say that the directories labeled in black are the ones that must be labeled th
optional folder in case you have images, CSS, JavaScript, or whatever you want to put in it that's relevant to \

The “ROOT_DIR” directory can be named whatever you would like to be named as long as the server is set u

The “inc” folder should always be named “inc”. This is where all the engine files reside.
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The “plug-ins” directory should always be named “plug-ins”. This is the directory that we’ll be putting all our

The “plug-in_name” directory should be named accordingly, based on what plug-in is contained in it. This is
engine knows the difference by the name of the directory it is in. There needs to be one directory for each plu

The “blocks” directory should always be named “blocks”. This is where all the blocks that depend on the plug-
The “modules” block directory should always be named “modules”. This is where all the modules that depend
The “templates” directory should always be named “templates”. This is where all the files that define the temp

The “site_name” directory should be the same as the host that is defined for the particular site. If your site is
site is hosted at www.url.com the host would be "url", therefore the directory’s name would be “url”. There nee

The “template_name” directory should be nhamed the same as the name of the template. If your template is nh:
The “images” directory can be hamed whatever you want it to be named. | just included it in the diagram as a

Here is an example of what the directory would look like for the engine running 2 sites, one of the sites having
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Note. The two directories that are marked with an asterisk (Fig. 1) can actually be renamed to anything you w
module systems

That sums it all up for the file system. It's actually pretty straight forward and painless when you actually start
The database is just as easy and logical as the file system —— actually it's a lot easier. The first thing I'd like tc
Block_location: This table contains all the data that directs the blocks on where to load, when to load, and wh
Blocks: This table contains all the data for the block’s title, filename, plug—in dependence, module dependenc
Group_users: This table contains all the data that specifies what groups a user belongs to and on which site.
Groups: This table contains all the data that defines the group’s names.
Module_status: This table contains all the data that regulates what modules are initialized and for which site.
Modules: This table contains all the data that specifies a module’s name, filename, directory, author name, ve
Plugin_status: This table contains all the data that regulates what plug-ins are initialized and for which site.
Plugins: This table contains all the data that specifies a plug-in’s name, filename, directory, author name, ver
Sites: This table contains all the data that defines each site’s name and host.
Template_users: This table contains all the data that specifies what template is currently being used, and by \
Templates: This table contains all the data that defines each template’s name, site, file, and status.
Users: This table contains all the data that defines each user's name, password, and what site it is registered
Here is the actual SQL dump of the site engine’s database. If you would like to, can load this into a query and
# Table: 'block_location'
?&ZREATE TABLE “block_location™ (

"bl_ID" int(11) NOT NULL auto_increment,

“block_ID" int(11) default '0',

“block_row" int(11) default '0',

“block_col” int(11) default '0',

“block_page™ varchar(255) default ‘all',

‘site_ID" int(11) default '1',
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‘user_ID" int(11) default '0',
PRIMARY KEY (‘bl_ID),
UNIQUE KEY “bl_ID" ('bl_ID"),
KEY “bl_ID_2" (bl_ID")

) TYPE=MyISAM;

# Table: 'blocks'
1IJ(#LZREATE TABLE "blocks™ (
"block_ID" int(11) NOT NULL auto_increment,
“block_title™ varchar(255) default 'Block Title',
“block_file™ varchar(255) default '0',
“plugin_ID" int(11) default '0',
‘group_ID" int(11) default '0',
“site_ID" int(11) default NULL,
‘mod_ID" int(11) default NULL,
PRIMARY KEY (‘block_ID"),
UNIQUE KEY “block_ID" (‘block_ID"),
KEY “block_ID_2" ("block_ID")

) TYPE=MyISAM;

# Table: 'group_users'
?&ZREATE TABLE “group_users’ (
‘gu_ID" int(11) NOT NULL auto_increment,
‘group_ID" int(11) default '0',
‘user_ID" int(11) default '0',
‘site_ID" int(11) default '0',
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PRIMARY KEY (‘gu_IDY),
UNIQUE KEY ‘gu_ID" ("gu_ID"),
KEY ‘gu_ID_2" (‘gu_ID")

) TYPE=MyISAM;

# Table: 'groups'

?&ZREATE TABLE “groups” (
‘group_ID" int(11) NOT NULL auto_increment,
‘group_name’ varchar(255) default NULL,
PRIMARY KEY (‘group_ID"),
UNIQUE KEY “group_ID" ("group_ID"),
KEY “group_ID_2" ("group_ID")

) TYPE=MyISAM;

# Table: 'module_status'
?&ZREATE TABLE "module_status” (
‘ms_ID" int(11) NOT NULL auto_increment,
‘mod_ID" int(11) default '0',
‘mod_status” varchar(255) default 'not_initialized',
‘site_ID" int(11) default '0',
PRIMARY KEY (‘ms_ID"),
UNIQUE KEY “ms_ID" (‘'ms_ID"),
KEY 'ms_ID 2" (ms_ID")

) TYPE=MyISAM;
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# Table: 'modules’

?&ZREATE TABLE "modules’ (
‘mod_ID" int(11) NOT NULL auto_increment,
‘mod_name" varchar(255) default NULL,
‘mod_dir" varchar(255) default NULL,
‘mod_file” varchar(255) default NULL,
‘mod_author’ varchar(255) default NULL,
‘mod_version” varchar(255) default '1.0',
‘mod_type’ varchar(255) default 'public’,
“plugin_ID" int(11) default NULL,
PRIMARY KEY (‘mod_ID"),
UNIQUE KEY “mod_ID" (‘mod_ID"),
KEY "'mod_ID_2" (‘mod_ID")

) TYPE=MyISAM;

# Table: 'plugin_status'
?&ZREATE TABLE “plugin_status™ (
‘ps_ID" int(11) NOT NULL auto_increment,
“plugin_ID" int(11) default '0',
“plugin_status’ varchar(255) default 'not_initialized',
“site_ID" int(11) default '0',
PRIMARY KEY (‘ps_IDY),
UNIQUE KEY “ps_ID" (‘ps_ID"),
KEY “ps_ID 2" (ps_ID")

) TYPE=MyISAM;
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# Table: 'plugins'

?&ZREATE TABLE “plugins’ (
“plugin_ID" int(11) NOT NULL auto_increment,
“plugin_name" varchar(255) default '0',
“plugin_dir" varchar(255) default 'plugins’,
“plugin_file” varchar(255) default '0',
“plugin_author’ varchar(255) default '0',
“plugin_version’ varchar(255) default '0',
“plugin_type" varchar(255) default 'private’,
“plugin_priority™ int(11) default '0',
PRIMARY KEY (‘plugin_ID")
UNIQUE KEY plugin_ID" ("plugin_ID"),
KEY “plugin_ID_2" ("plugin_ID")

) TYPE=MyISAM;

# Table: 'sites’

#

CREATE TABLE sites” (
“site_ID" int(11) NOT NULL auto_increment,
“site_name’ varchar(255) NOT NULL default '0',
“site_host” varchar(255) default '0',
PRIMARY KEY (‘site_ID"),
UNIQUE KEY ’site_ID" (‘site_ID"),

KEY ‘site_ID_2" (‘site_ID")

) TYPE=MyISAM;

8/15



Dev Shed 10/13/04 23:18:33
# Table: template_users'
?&ZREATE TABLE “template_users’ (
‘tu_ID" int(11) NOT NULL auto_increment,
‘user_ID" int(11) default '0',
't ID" int(11) default '0',
‘site_ID" int(11) default '0',
PRIMARY KEY (‘tu_IDY),
UNIQUE KEY “tu_ID" (‘tu_ID"),
KEY “tu_ID_2" (‘tu_ID")

) TYPE=MyISAM;

# Table: 'templates'

?&ZREATE TABLE “templates’ (
't ID"int(11) NOT NULL auto_increment,
't_name’ varchar(255) default NULL,
“t_file® varchar(255) default NULL,
't_status” varchar(255) default '0',
“site_ID" int(11) default NULL,
PRIMARY KEY (‘t_ID),
UNIQUE KEY “t_ID" (‘t_ID"),
KEY ‘t ID_2" (t_ID")

) TYPE=MyISAM;

# Table: 'users'
#
CREATE TABLE "users’ (
‘user_ID" int(11) NOT NULL auto_increment,
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‘user_name’ varchar(255) default NULL,
‘user_pass’ varchar(255) default NULL,
‘site_ID" int(11) default '1',
PRIMARY KEY (‘user_IDY),
UNIQUE KEY ‘user_ID" (‘user_ID", user_name),
KEY “user_ID_2" (‘user_ID")

) TYPE=MyISAM;

Now it's about time to talk about the block system. Don't worry if the concept escapes you; it's taken me a lot
about how it works so you don’t have to pull your hair out. The block system can be very confusing if you don

The block system is very intricate, so take your time when working with it or it can get very out of hand. At the
you to declare your variables at the beginning of a class with public or private. We want to define all ours as p

public $bcount;
public $blocks_list;
public $columns;
public $rows;
public $cur_block;
public $cur_tags;

As you can see, we'll use nine variables through out the blocks plug—in. $bcount is a variable that will hold the
column that’s in our template. $rows is basically the same as $columns, but instead of holding an array of col
block that’s currently being parsed, in our script. $cur_tags is the array that will hold all the block information t
it's an array that holds all the information about our blocks, information such as the block’s titles, content, wha

Now run our SQL query to select all the blocks that will be shown on the current page. Start by making our ful
function blocks(){

Now declare all the variables that we’'ll use as global. That way we’ll be able to use all the data from the other
just yet.

global $sqgl,$plugins,$modules,$site,$user;
$this—>bcount=0;

Now that we're started on the function, we want to start a loop to make part of our query; this particular loop is
then it's going to get the value of each group ID. Then it will generate the part of our query that makes it so th
generates a query or part of a query, it's usually a good idea to echo the query to the browser to make sure it

$i=0;
$b_grp="",

while($i<$count=count($user—>user['gids")){
$b_grp.="blocks.group_ID = {$user—>user['gids'][$i]}";
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if($i==$count){
$b_grp.="",

$b_grp.="OR ",

Now it's time for the meat of the blocks plug—-in, the main SQL query. This query is fine tuned to select only th
blocks to be selected, the blocks must have a plug-in that's been initialized; they must have a module that's &
authentication levels as the user requesting them; and they must be set to show up on the current page, or al
can see in the following query.

$blocks=$sql->_query("SELECT

“blocks’. block_ID",
“blocks’. block _title”,
“blocks’. block_file™,
“block_location™. block_col’,
“block_location’. block _row’,
“plugins’. plugin_dir’,
“plugins’. plugin_file®

FROM

“block_location’,
“blocks’,
“plugin_status’,
“plugins’,
‘module_status’,
‘modules’

WHERE

("blocks™. block_ID" = "block_location™."block_ID") AND
(‘blocks™. plugin_ID" = "plugin_status. plugin_ID") AND
(Cplugins’. plugin_ID" = "plugin_status’. plugin_ID") AND
(plugin_status™. plugin_status™ = "initialized") AND
(Cblocks™."mod_ID" = "'module_status’."mod_ID") AND
(modules’."mod_ID" = "'module_status’."mod_ID") AND
(‘module_status’."mod_status” = 'initialized") AND

$bgs

(‘block_location’. site_ID" = '{$site—>site['ID']}') AND
(Cblock_location’."block_page™ = "all') OR
(‘block_location™."block_page™ = {$site—>site['page']}"))

ORDER BY

“block_location’. block_col’,
“block_location’. block_row™);

After the query returns the results in the $blocks variable, get the information from it with the _fetch_object() fi
it into another array that will be a little more user friendly to us later on in the project. The reason the new arra
array that's set as $blocks_list[1][2] (read as blocks list column 1 row 2) as the 2nd block down in the 1st colu

while($block=$sql—->_fetch_object($blocks)){
if(file_exists("{$block—>plugin_dir}/{$block—>plugin_file}/blocks/{$block—>block_file}.blk.php™)){
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$this—>blocks_list['column'.$block—>block_col][$block—>block_row]['block_path']="{$block—>plugin_dil
$this—>blocks_list['column’.$block—>block_col][$block—>block_row]['block_ID']=$block—>blo
$this—>blocks_list['column’.$block—>block_col][$block—>block_row]['block_title]=$block->bl
lelse{
$this—>blocks_list['column’.$block—>block_col][$block—>block_row]['block_path']="plugins/m
$this—>blocks_list['column’.$block—>block_col][$block—>block_row]['block_ID']=$block—>blo
$this—>blocks_list['column’.$block—>block_col][$block—>block_row]['block_title']="Missing Bl
}
}

For example, if | were to replace the variables in the following code with their values, for the 1st block in the 2

$this—>blocks_list['column2'[1]['block_path']="plugins/test/blocks/test.blk.php";
$this—>blocks_list['column2][1]['block_ID']="4";
$this—>blocks_list['column2[1]['block_title']="Test Block";

The reason we use the actual words “columnl”, “column2”, and “column3” instead of just using the column nt
build the $blocks_list array, we’ll go ahead and call the function parse_blocks() which actually puts the blocks
the new article.

$this—>parse_blocks();
}

The parse_blocks function is an important part of the blocks plug-in, if not the most important. What it does is
row. After that it calls the block’s template data from the template plug-in, parses it all into an array that conta
column name that the data will be put into. After the array is built we send all the data to the template plug-in
This function is actually a fairly simple process. First we name the function, and set up our global variables.

function parse_blocks(){
global $template,$plugins;

Then we check to make sure the $blocks_list array have been built without errors
if(is_array($this—>blocks_list)){
If the array looks like it's all right, we then get the keys from the array that contains all the column names that
that will select each element from the $columns array, that will then make yet another array based on the key:
each block in the $blocks_list array.
$this—>columns=array_keys($template—>columns);
foreach($this—>columns as $column){
$this—>rows=array_keys($this—>blocks_list[$column]);
foreach($this—>rows as $row){
The easiest way to work with the current block at this level is to set it as the value of another easier to work w

$this—>cur_block = $this—>blocks_list{f$column][$row];

After that's all taken care of, we’ll go ahead and get "down and dirty" with our block data. First, set up a tempc
and the block ID.
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$this—>cur_tags=array('block_title'=>$this—>cur_block['block _title"],'block_ID'=>$this—>cur_blo

To get the file that contains the block’s content, we'll have to include it and set it to a variable. That will contai
will show up at the top of the page instead of in the block. To fix this we turn to output buffering. Traditionally ¢
stopped to the browser. In this case we'll still tell it to stop buffering, but instead of having it send the data to tl
current buffer. This way we get all the contents of our include without it sending the data directly to the browse

ob_start();

@include($this—>cur_block['block_path');
$bdata=$template—>replace($this—>cur_tags,ob_get_clean());
$this—>cur_tags['block content']=$bdata;

Don't worry it's winding down to the end of the blocks plug—in. now we have all our block data right where we
which will fill in all the tags in our block template with the data in the $cur_tags array. Then it will assign it to tt
function that builds the columns and outputs it all to the browser in the, in the templates plug-in.

$this—>cur_column[$column].=$template—>replace($this—>cur_tags,$template—>loaded—>bloc
unset($this—>cur_block,$this—>cur_tags,$bdata);
$this—>bcount++;

}
}

$template—>build_cols($this—>cur_column);
}
}

}

The user authentication is relatively easy to work with —— easier than the blocks. The most important thing ab
what everyone wants to get too. Setting cookies can be a security risk, if you don’t use them correctly. With th
for every site that you host with the site engine not the mention you make one array that you can use anywhe

First we need to define our class and the variables we’ll be using. $usr will hold all the information about a ust
the user’s password that is passed to the script by the login form.

class user{
public $user;

public $username;
public $userpass;

Unlike the other classes in the site engine, we want to name the actual login function something different thar
__check_login().n Also set up the global variables we’ll be using and set up the password to match the md5’s
to it.

function __check_login(){
global $sql,$site;

$pass = md5($this—>userpass)
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Now get all our user's information from the database. Put the query function into the fetch_row() function to ki
be if it was a successful login. Then set the information in the $user with the corresponding information that w

$cl=$sqgl—>_fetch_row($sql—>_query("SELECT "users . user_ID’, users’."user_name’, users . user_pas
‘site_ID'FROM users"WHERE (‘users’. site_ID" = '{$site—>site['ID"]}') AND (‘users™. user_name" = '$this—>us
1)
if(is_array($cl)){
$this—>user['ID'] = $cl[0];
$this—>user['name’] = $cl[1];
$this—>user['pass'] = $cl[2];
$this—>user['site’] = $cl[3];

In comes the group users table in the database; we wouldn’t be able to do the next step with out it. After the U
what authentication groups the user belongs too. Since all users belong to at least two user groups, the result
during the while loop, set the values to the user[‘gids’] array.

$gids=$sql->_query("SELECT "groups’. group_ID "FROM group_users’, groups WHERE('groups’. ¢
(Cgroup_users . user_ID" = {$this—>user['ID']}) AND (‘group_users’. site_ID" = {$this—>usr['site']}'YORDER B
while($gid=$sql->_fetch_row($gids)){
$this—>user['gids’][] = $gid[0];
}

After the while loop, check to see if the user['gids’] has any values in it, if it doesn't, assign the group ID’s for ¢

if(lisset($this—>user['gidsT){
$this—>user['gids'][] = "1";
$this—>user['gids'][] = "2";
}

Finally after the group ID’s are taken care of, end the if statement that we started when checking to see if the
information for a visitor to the user array. This doesn'’t bar the user from trying to login again; it just sets the us

lelse{
$this—>user['ID'] = 0;
$this—>user['name’] = "Guest";
$this—>user['site’] = $site—>site['ID';
$this—>user['gids'|[] = "1";
$this—>user['gids'][] = "2";

}

Final Thoughts

If you thought the blocks plug—in was confusing, just keep looking at it and thinking of it line by line. Follow the
work. The authentication plug-in also shows a few nice ways to work with and utilize arrays in your everyday

The file system can be changed to your likings —— just remember if you change it, that you'll have to update tt
good idea to make a test plug—in, a test module, and a test block. That way you can follow it by replacing the
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In the next article, I'll be telling you about the template system and how to get your actual engine up and runn
hopefully by then you'll be able to see fully what it does, how it does it, and why it does those things. By then:
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